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06 yrBep:kaenuu [loauTuku
MH(OPMALHOHHOH 5e30NMacCHOCTH
I'BY3 «I'II Ne 115 I3M»

Bo ucnonsenue cr.18.1 ®enepanpHoro 3akoHa ot 27.07.2006 Ne 152-@3 «O
MIePCOHAIBHBIX JaHHBIX»

INPUKA3BIBAIO:

1. CormnacoBarh ¢ NEPBUYHOM MPOGCOIO3HOW OpraHu3aluedl U YTBEPAUTH
«[TonutvKy HWHGOPMAIMOHHONH OE30MMacCHOCTH TOCYJapCTBEHHOIO  OHOKETHOIO
yupexxIeHHsi 3apaBooxpaHeHust ropoga Mocksbl «l'oponckas nomukauHuka Ne 115
JlenapraMeHTa 37paBooXpaHeHus ropoaa Mocksei». [Ipunoxenue 1.

2 3aBenyromei kauuensipueii ['openosoit O.A. B cpok mo 01.02. 2018 r.
o3HaKOMHUTh ¢ «[lomuTuko# uHGOPMAIMOHHONW O€30IaCHOCTH» IIOJ  POCIHUCH
3aBeIyIOMUX (PUIMATaMU M PYKOBOIHTENEH CTPYKTYPHBIX nozapasaenenuii [BY3 «I'Tl
Ne 115 I3M».

3. HavanpHuky crnpaBoyHo-uH(bOpManuoHHoro otaena JKurynosoi T.H.
pa3sMecTuTh IlojOXKeHWe Ha cafiTe NONMKIMHUKMA BO HCrojiHeHune 1.2 cr.18.1
®enepansHOro 3akoHa ot 27.07.2006 Ne 152-@3 «O nepcoHaNbHbIX JaHHBIX).

4. KOHTpOJIb UCTIOIHEHHSI HACTOSILETO OCTABJISIO 33 COOOM.

I'1aBHBIA Bpa4 E.M. CtenaHio4eHKoO

3APAROOXPAHEHHS
>\ ropoaa Mockset”



[Tpunoxenune Ne 1
K npukasy ot «%» /4 2018 r. Ne f -+

praHu3aluu

ApNKa HHPOPMALIHOHHOH 0e30MaCHOCTH
rocyaapcTrBe TRaLA Bx YAoKeTHOrO yupe:kIeHHusi 31paBooXpaHeHHus ropoaa MockBbI
«Topoackasi moukaHHUKa Ne 115 /lenapramenTa 31paBoOXpaHeHHs ropoaa
MockBbI»
Onpenenenus.
O6o3Ha4YeHHs ¥ COKpaLLEHUS.
Beenenue.

1 OOmme noNOXKEHHUs.

2 OOGnacTh AeUCTBUS.

3  Cucrema 3aIIUTHI IEPCOHANBHBIX JAHHBIX.

4  Tpebosanus k noacucremam C3I1/IH.

4.1 TloxcucrTeMsl yrpaBieHHUs JOCTYIIOM, PETUCTPALIMH U y4YeTa.
4.2 Tloncucrema obecrniedueHUs LEIOCTHOCTH U JOCTYITHOCTH.
4.3 TloncucreMa aHTUBUPYCHOM 3aILUTHI.

4.4 Tloxocucrema MEXCETEBOI0 SKpaHUPOBAHHS.

4.5 Tloacucrema aHanu3a 3alIUIIEHHOCTH.

4.6 TlomcucreMa oOHapyKEeHUs BTOPKEHHUH.

4.7 TlomcucteMa KpUnTorpaduyuecKou 3aluThl.

5  TIlone3oBarenu UCII/IH.

5.1 Anpmunuctparop UCIT/H.

5.2 AmMuHHCTpaTOp O€30IIaCHOCTH.

5.3 Onmneparop APM....

5.4 AJIMUHHCTPATOp CETH.

5.5 TexHUYECKHUH CIELMATUCT IO 0OCITY)KUBAHHIO MTepUepUHHOro 000pya0BaHHU.
5.6 Tlporpammuct-paspadboruuk UCII/IH.

6 TpebGoBaHwus K epcoHay 1o obecneueHuro 3amuThl [1/1H.
7  JlomxHOCTHBIE 00s13aHHOCTH nosb3oBarteneit UCIT/Ix.

8  OrsercrBenHocTh coTpyaaukoB MCITIn Yupexnenue.

9  CHoucoK UCIOJb30BaHHBIX UCTOYHHUKOB.

Onpeaenenus
(YHMYTOXEHHS, KOTMPOBAHHS, IEPEMEILEHHS U T.11.), HCTIONHAEMBIX (AiIOB MPUKIIAXHBIX TPOTPAMM.

Jdoeryn K uH(OpMamuH — BO3MOXKHOCTh IIOTy4eHHMS MH(OpMauMu © ee
UCIIOJIB30BaHUs.

3ak/1a04HOe YCTPOMCTBO — JJIEMEHT CpelCTBa CheMa HH(OpMAlKH, CKPBITHO
BHE/pSAEMBI (3aKiaibiBaeMblii MIM BHOCHMBIM) B MeCTa BO3MOXXHOIO CheMa
uH(GopMaLKH (B TOM YHCIIe B OrpakJeHHe, KOHCTPYKIKIO, 000pyA0BaHHe, IPeIMETh
UHTEpbepa, TPAHCIIOPTHBIE CPEICTBA, & TAK)KE B TEXHUYECKHE CPEACTBA U CHCTEMBI
06paboTKu HHPOPMALUK).



3amumaemasi  uHpopMaumsi —  HHQOpMalMs, — SABISIOLIASACS — MPEIMETOM
COOCTBEHHOCTH M TMOJJIEKAIIas 3allUTe B COOTBETCTBUU C TPpeOOBaHUSIMU MPABOBBIX B
HACTOSIIEM JOKYMEHTE MCIIOJIB3YIOTCS CIeIYIOIIe TEPMUHBI U UX ONIPEACIICHHUS.
ABTOMAaTH3HMPOBAaHHasl CHCTeMAa — CUCTEMA, COCTOAIIAsl U3 MepCOHaNa U KOMILIEKca
CPEICTB AaBTOMATH3allUd €ro JESTENbHOCTH, pealusyromas HHOOPMalHOHHYIO
TEXHOJIOTHIO BBIMTOJHEHHSI yCTAHOBIEHHBIX (DYHKLIHH.

Be3onacHOCTh NEePCOHANBHBIX JAHHBIX — COCTOSIHUE 3aLUILEHHOCTH IIEPCOHANIBHBIX
IaHHBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO IOJIb30BaTesIeH, TEXHUYECKUX CPEICTB U
HH(POPMALIMOHHBIX TEXHOJOIMHA O0ecrneduTh KOH(QHIEHIHAIbHOCTb, LEIOCTHOCTh U
JIOCTYIIHOCTh TIE€PCOHANBHBIX JaHHBIX IpU HMX 00paboTke B HHPOPMALHOHHBIX
CHUCTEMaXx MepCOHAIbHBIX JAHHBIX.

BJIOKHpOBaHHEe MEPCOHAJBHBIX [JaHHBIX — BpEMEHHOe IIpeKpalleHue coopa,
CUCTEMATH3AllMK, HAKOIUIEHMsS, WMCIOJb30BaHMS, PACIPOCTPAHEHUS, MEPCOHAIBHBIX
JAHHBIX, B TOM YUCJIE UX NEPEeAayH.

Bupyc (KoMNbIOTepHBIH, NPOrPaMMHBIi) — UCIIOIHIEMBINM POrPaAMMHBINA KO WA
UHTEPIPETUPYEMBIiA Habop UHCTPYKLUH, obnanarouui CBOMCTBaMU
HEeCaHKIMOHMPOBAHHOTO pacIpoCTpaHeHuss M camoBocnpousBeleHHs. (Co3naHHbIE
MyOIMKaThl KOMITBIOTEPHOTO BHpyCa HE BCErJla COBIAJAlOT C OPHMIHHAJIOM, HO
COXpPaHSIOT CIOCOOHOCTH K nabHEeHIeMy pacrpoCcTpaHeHHUIO 7
CaMOBOCTIPOU3BEICHHUIO.

BpenoHocHasi mporpamMma — IporpamMma, INpeJHa3sHayeHHas Ui OCYLIECTBIICHUS
HECaHKI[HOHMPOBAHHOTO OCTyIa U / WM BO3JIEHCTBHS Ha NIEPCOHABHEIE JaHHbIE UITH
pecypchl HHGOPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX TaHHBIX.

JlocTyn B ONEPALHOHHYIO Cpely KOMNbIOTepa (HHGOPMAIMOHHOW CHCTEMBI
NEePCOHAJIbHBIX [JaHHBIX) — IOJYy4eHHE BO3MOXXHOCTH 3allyCKa Ha BBINOJIHEHHUE
INTATHBIX KOMaHI, (GYHKIHH, MpOLeayp ONEPalMOHHONW CHCTEMBI ITOKYMEHTOB WIIU
TpeGOBaHUAMH, YCTaHABIMBAEMBIMU COOCTBEHHMKOM HH(OPMALIHH.

HaenTuduKaumus — IPUCBOCHHE CyObeKTaM M 00BEeKTaM JOCTyna HACHTH(HUKaTopa
U /WM CpaBHEHHE INpPeIbsBIAEMOr0 HIEHTU(PHUKATOpa ¢ MEpeYHeM MNPUCBOCHHBIX

UIEHTH(UKATOPOB.

NudopmaTuBHBIH CHTHAJ — AJIEKTPUYECKUHN CUTHAaJI, aKyCTHUYeCKue,
3JIEKTPOMATHUTHBIE U ApyTrHe HU3HUecKue MoJIs, 10 apaMeTpaM KOTOPhIX MOXKET ObITh
pacKpbITa KOH(pUIeHIUAIbHAS uHbopMaus (mepcoHaybHBIE JaHHBIE ),

obpabaTbiBaeMasi B UH(OPMALIMOHHOM CHCTEME TTEPCOHANIBHBIX TaHHBIX.
Uudopmanuonnas cucrema nepcoHanbHbix JaHHbIX (MCII/In) — undopmanroHHas
CHCTeMa, TMpeACTaBIsiomas Cco00i  COBOKYNHOCTh  II€PCOHANBHBIX  JIaHHBIX,
colepXalmmxcs B 0ase [OaHHBIX, a TaKkKe HH(QOPMAIMOHHBIX TEXHOJIOTHH U
TEXHHUYECKUX CPEICTB, MO3BOIIONIMX OCYILECTBIATh 00pabOTKy TaKUX MEPCOHANBHBIX
JMAHHBIX C MCIIOIB30BAaHHUEM CPEICTB aBTOMATH3allMU MU 0e3 UCIOJIb30BAHMS TaKUX
cpenctB (cT.3 1.9 Ne 152-®3).

WndopMannoHHbie TEXHOJIOTHH — IPOIECCH, METOABI MOUCKA, cOOpa, XpaHeHHs,
06paboTKH, TPENOCTaBIEHHs, PACIpPOCTPAHEHWs HHGOPMALMK W CIOCOOBI
OCYIIECTBIIEHUS TAKHUX ITPOLIECCOB U METOJIOB.

M cnoab30BaHHe NEPCOHAIbHBIX JaHHBIX — JIHCTBHA (ONEpalyu) ¢ EPCOHANBHBIMU
JaHHBIMH, COBEpIIAEMbIE OTEPATOPOM B LIENSAX NPUHATHS PEIIEHHA UM COBEPIICHHUS
MHBIX IeMCTBU, MOPOKIAIOIIMX OPHANYECKUE TIOCNIEICTBHS B OTHOILEHUH CyOBeKTa



TIepCOHAJIBHBIX JAHHBIX WU APYTHX JIUIL] TUOO0 UHBIM 00pa3oM 3aTpariBaloIlUX IIpaBa
¥ CBOOOJIbI CyObeKTa MePCOHANBHBIX JaHHBIX WU ApYrux aull (cT.3 m.5 Ne 152-@3).
HcTouHuk yrpo3bl 6e30nacHOCTH HHGOPMAaLHH — CyOBEKT 10CTyIa, MaTepUaIbHbIN
00beKT WK (U3UYECKOe SIBJICHHE, SIBISIOLIUECS NPUYMHONW BO3ZHHUKHOBEHHUS YIPO3bl
Oe30macHOCTH UH(OPMALIUU.

KonTpoanpyemasi 30Ha — IMpPOCTPaHCTBO (TEPPUTOpHs, 3JaHHE, YacThb 3[aHu,
MIOMEIIEHHE ), B KOTOPOM HCKJIFOYEHO HEKOHTPOJIMUpYeMOe MpeObIBaHHE TOCTOPOHHUX
JIII, @ TAKXKe TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MaTepUaJIbHBIX CPEACTB.
KoHduaeHnHaIbHOCTh MePCOHAIBHBIX NaHHBIX — 0053aTeIbHOE A COOMIONEHUS
OIepaTOPOM WM HHBIM IIOJYYMBIIUM JOCTYNl K IE€PCOHAIbHBIM AAHHBIM JIMLIOM
TpeboBaHKe He JOITyCKaTh UX paclpocTpaHeHue 0e3 cornacus CyobeKTa IepcoHaIbHbIX
JNaHHBIX WM HAJIMYUSI UHOTO 32aKOHHOI'O0 OCHOBAHMSL.

MexceTeBoii 3KpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WIH (yHKIMOHAIBHO-
pacrpeeieHHOe MporpaMMHOe (IpPOrpaMMHO-aNapaTHOE) CPeACTBO (KOMILIEKC),
peanusyioliee KOHTPOJIb 3a HH(pOpMalMed, NOCTynaromeil B HHOOPMALHOHHYIO
CHUCTEMY IIEPCOHANBHBIX JAHHBIX U / WK BBIXOASIIEH U3 UHPOPMALIMOHHON CHCTEMBI.
HapymuTenp 6€30MacHOCTH MepCOHANBHBIX JaHHBIX — (U3MYECKOEe JIUIO, CIy4aiHO
WIA TIpeJHAMEPEeHHO COBeplIalollee MAEWCTBUSA, CIEACTBHEM KOTOPBIX SBISETCS
HapyIleHne 0e30MaCHOCTU NMEPCOHANbHBIX JAHHBIX IPU UX 00padOTKE TEXHUYECKUMHM
CpeacTBaMHU B HH(POPMAIIMOHHBIX CUCTEMAX NIEPCOHANIBHBIX JaHHBIX.
HeaBroMaTH3upoBaHHasi 00pa0oTKa mNepCOHAJbHBIX [JaHHBIX— 00paboTka
NIEPCOHAIIBHBIX JAaHHBIX, COAEPXKAIIMXCS B UHPOPMALMOHHOM CHCTEME IEPCOHATIBHBIX
IAHHBIX MO0 M3BIIEYEHHBIX W3 TAKOW CUCTEMbI, CUMUTAETCS OCYILECTBICHHOW 0e3
UCIIONB30BaHUS CPEACTB aBTOMAaTH3alMK (HEaBTOMATU3UPOBAHHOMW), €CIHM TaKue
JNEWCTBHS C TEPCOHAJBHBIMM  JaHHBIMH, KakK HCIIOJb30BaHME, YTOYHEHHE,
pacnpocTpaHeHHe, YHUYTOXKEHUE MePCOHANBHBIX JaHHBIX B OTHOLIEHHH KaXXIO0TO M3
CyOBEKTOB ITEPCOHATBHBIX JaHHbBIX, OCYLIECTBIISIOTCS IIPU HENOCPEICTBEHHOM Y4aCTHH
yenoBeka (ITIT Ne687 ot 15.09.08).

HenexnapupoBaHHble BO3MOXKHOCTH — (DYHKLMOHAJbHBIE BO3MOXHOCTH CpPEJICTB
BBIUMC/IUTEILHOM TEXHHUKHU, HE ONMCAHHbIE WM HE COOTBETCTBYIOIIMMHU ONMCAaHHBIM B
JOKyMEHTAllMd, TPH  HUCIONB30BAaHUM  KOTOPBIX  BO3MOXHO  HapyIleHHe
KOH(DUIEHIMATBHOCTH,  JOCTYIIHOCTM MM  IIEJOCTHOCTH  00pabaThiBaeMoii
uH(pOpMaLUK.

HecaHKIHOHHPOBAHHBIA J0CTYN (HeCAHKIHOHHPOBAHHbIE JAeHCTBHS) — IOCTYIl K
UH(GOpPMAIMK WM AeHCTBUS ¢ MH(MOpMALMEH, HapylIalollye MpaBuia pasrpaHuYeHUs
JIOCTYTIA C UCIIOJIb30BAHMEM ILITATHBIX CPEJICTB, IPEJOCTaBIsEMbIX HH(YOPMALIHOHHBIMH
CHCTEMaMH MEePCOHANIBHBIX JaHHBIX.

HocuTean uadopmanun — GU3NIecKoe U0 WK MaTepHabHbIA OOBEKT, B TOM YHCIIE
¢dusnyeckoe moje, B KOTOpPOM HH(OpMALUs HAaXOAUT CBOE OTPAXKEHHE B BHUIE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIIEHUH H IIPOLIECCOB, KOJTMYECTBEHHBIX
XapaKTePUCTUK PU3NIECCKUX BEJTHIHH.

O0e31HYMBaHHEe MEPCOHAJbHBIX MAAaHHBIX — JEWCTBHA, B peE3yJIbTaTe KOTOPBIX
HEBO3MOYKHO OIPEIETHTh PUHAIIECKHOCTh IMEPCOHANBHBIX TAaHHBIX KOHKPETHOMY
CyOBEKTY MepCOHaTBHBIX JaHHBIX (cT.3 m.8 Ne 152-D3).

O6pa6oTKa MEPCOHAJBHBIX JAHHBIX — JEHCTBUA (OmNepaluh) C IepCOHATbHBIMH
NAHHBIMM, BKJIIOYas cOOp, CHUCTeMaTH3allMiO0, HAKOIUIEHHE, XpaHeHHe, YTOYHECHHE



(oOHOBIEHHME, W3MEHEHHE), KCIIOIb30BaHUe, paclIpoCTpaHeHHe (B TOM YHUCIE
nepenavy), o0e3nuuuBaHue, OJOKMPOBaHUE U YHHUYTOXEHHE NEPCOHATIBHBIX JTaHHBIX
(ct.3 m.3 Ne 152-@3).

OO0menocTynHble TMNepCOHAJbHbIE AaHHbIe — II€PCOHAIbHBIE [aHHBIE, JOCTYII
HEOrPaHMYEHHOr0 Kpyra JHI K KOTOPBIM IIPENOCTaBlI€H C COrlachs CyObekTa
TIEPCOHAIBHBIX JJAHHBIX WK Ha KOTOPbIE B COOTBETCTBUH C (peliepalbHBIMU 3aKOHAMHU
He pacmpocTpaHsieTcsi TpeboBaHHe coOmoneHMs KoHGuIeHHManbHOCTH (CT.3 m.12
No 152-®@3).

Onepatop (nepcoHaNbHBIX JAaHHBIX) — FOCYJapPCTBEHHBIA OPraH, MyHHIUIIAIbHBIA
OpraH, IOpUANYECKOE WK (PU3UUECKOE UL, OPTaHU3YIOIIEe U / UIIK OCYILECTBIIAIOIEE
00paboTKy MepCOHATBHBIX JaHHBIX, a TAKKe ONPEACISIONIMe LI W COIEp)KaHUE
00paboTKK MepCOHATBHBIX TaHHBIX (€T.3 m.2 Ne 152-03).

IlepexBar (MHGOpMaUMH) — HEMpaBOMEpHOE MOJydYeHHe MHpOpMAlUH C
HCTIOIb30BAHUEM TEXHMYECKOTO CPENCTBA, OCYILECTBISIIOILET0 OOHApYKEHHE, IPUEM U
00paboTKy UH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — M00as MHPOPMaIKs, OTHOCAIIASACS K ONpee/ICHHOMY WU
onpe/ie/IIEMOMY HAa OCHOBAHHMH TaKOi HMH(popMaluu (U3MYecKOMy JIHILY (CyOBEKTy
IEPCOHABHBIX TaHHBIX), B TOM YHUCJIe ero GaMuius, uMs, OTYECTBO, FOJ1, MECSLL, 1aTa
M MECTO DPOXKIEHHs, aipec, CeMelHoe, COLMaIbHOE, MMYIIECTBEHHOE IOJIOXKEeHHUE,
o6pa3oBaHnue, mpodeccus, 10Xoabl ¥ Apyras uHpopmamus (c1.3 m.1 Ne 152-D3).
IMoGo4YHbIe 3JI€KTPOMATHHTHbIE H3JIy4YeHHs H HABOAKH — DJJIEKTPOMArHUTHBIE
M3MydeHHs TEXHMYECKHX CpeICTB 00pabOTKM  3allMIaeModl  HHQOpMaluy,
BO3HHMKAIOIME KaK MOOOYHOE SIBJIeHHWE W BBI3BaHHBIE JJIEKTPHUYECKMMH CHUI'HAJIaMH,
JEHCTBYIOIIMMH B MX 3JIEKTPUYECKUX U MATHUTHBIX LIETISIX, & TAKOKe JICKTPOMAarHUTHbIE
HABOJIKY 3TUX CUT'HAJIOB Ha TOKOMPOBOSAILINE TUHUHA, KOHCTPYKIHH U LIETTH TTUTAHUS.
IMoab3oBaTesib HHPOPMANHOHHOH CHCTEMbI MEPCOHAJbHBIX JAHHBIX — JIHILO,
ydacTBytoliee B (GYHKIHOHUPOBAaHMM HMH(QOPMAIMOHHON CHCTEMBI IMEPCOHATBHBIX
IAHHBIX WJIM MCIIOJIB3YIOIIee Pe3yIbTaThl €€ QyHKLIHOHUPOBAHHU.

IpaBuja pasrpaHHyYeHHsi J0CTyNa — COBOKYNHOCTh MpPaBWJI, PErJaMEHTHPYIOIINX
1paBa J0CTyna CyObeKTOB J0CTyNa K 00beKTaM JOCTyIa.

IporpaMMHasi 3aKjJajKa — KOI NPOrpaMMbl, MPEJHAMEPEHHO BHECCHHBIH B
IIporpamMMy € LENBI0 OCYILIECTBUTh YTE4Ky, W3MEHUThb, OJIOKHPOBATH, YHHYTOXHThH
MHGOPMAIIMIO MM YHHYTOXHUTh U MOIM(HIMPOBATH MPOrpaMMHOE obecredeHHe
MHGMOPMAIIMOHHOM CHCTEMBI IEPCOHANBHBIX JaHHBIX U / UK OJIOKUPOBATH alapaTHbIe
CpencTBa.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YECKOe) BO3/1eHCTBHE —
HECAHKI[MOHMPOBAHHOE  BO3IEHCTBHE  HAa  Pecypchl ~ aBTOMAaTH3MPOBAHHOU
MH(QOPMAI[MOHHON CHUCTEMBI, OCYIIECTBISIEMOE C HCIOIb30BAaHHEM BPEIOHOCHBIX
IPOrpaMM.

PacnpocTpaHeHHe NepcoHaJbHbIX JaHHBIX — IEWCTBUS, HAIIPABJIEHHbIE Ha NIEpeaavy
TepCOHAJIBHBIX JaHHbIX ONpPeIeIEHHOMY KpyTy JIHLI (Ilepe/iaia NepCoHaIbHBIX J@aHHBIX )
WA Ha O3HAKOMJIEHHE C IEPCOHAIBHBIMHM JAAHHBIMU HEOrPAaHWYEHHOr'O Kpyra JIMIL, B
TOM 4HClie OOHApOJOBAaHME TNEPCOHANBHBIX JAaHHBIX B CPEICTBaX MAacCOBOH
HHQOpPMALMH, pa3MelleHre B HHPOPMALMOHHO-TEICKOMMYHUKALMOHHBIX CETAX WIIH
NpeIOCTaBIeHUE JOCTyNa K MEPCOHAIBHBIM JaHHBIM KaKUM-TH00 HWHBIM CIOCOOOM
(ct.3 m.4 Ne 152-@3).



Pecypc uHpoOpManmHOHHOH CHCTEeMBbI — WMEHOBAaHHBIM JJIEMEHT CHUCTEMHOIO,
MPHUKJIAHOTO WIIH anmnapaTHoro odecriedeHus: GyHKIIMOHUPOBAHUS HH(OPMALIOHHOM
CHUCTEMBI.

CnenuajibHble KATerOpHH MepPCOHAJIBHBIX [JAaHHBIX — IIEPCOHAJIBHBIE JaHHBIE,
KacaroIllMecss pacoBOM W HAIIMOHAJIBHOW NMPUHAIEKHOCTH, MOJUTUYECKUX B3IIIALIOB,
PETUTHO3HBIX WK (puitocodckux yoexAeHUH, COCTOSHHS 310POBbS ¥ MHTUMHOM )KU3HH
CcyOBbeKTa MepCOHaIbHBIX JAHHBIX.

CpeacrBa BbIYHC/JIHTENbHOH TeXHHKH — COBOKYIIHOCTb IIPOIPAMMHBIX — H
TEXHUYECKHUX DJIEMEHTOB CHCTEM 0OpabOTKH JaHHBIX, CIOCOOHBIX (YHKLIMOHMPOBAThH
CaMOCTOSITENIFHO WU B COCTaBe APYTUX CUCTEM.

CyOobekt jgoctyna (cy0beKT)— JMLO MIM IPOIECC, MAEWCTBHS KOTOPOIO
periaMeHTHPYIOTCS IPAaBUIAMHU Pa3rPaHUYeHHs JOCTyIIa.

Texnuyeckue cpeacTBa HHGOPMALHOHHOH CHCTEMbl NEPCOHAJbLHBIX JAHHBIX —
CpeJICTBA BBIYUCIUTENBHOW TEXHUKH, HHPOPMALMOHHO-BEIYHCIIUTENILHBIE KOMILIEKCHI
M CETH, CPEICTBAa M CHUCTEMBI Ilepenaud, npuema u obpaborku I/ (cpenctsa u
CHCTEMBI 3BYKO3allMCH, 3BYKOYCHIIEHUS, 3BYKOBOCIIPDOM3BEIECHHMs, INE€PETOBOPHBIE H
TeJIEBU3MOHHBIE YCTPOMCTBA, CPECTBA U3TOTOBJIECHUS, THPAXKUPOBAHUS JOKYMEHTOB 1
JIpyTHe TEXHUYECKUE CpeIcTBa 00paboTKU peueBoid, rpaguueckoi, BUIeo- u OyKBEHHO-
1 poBoit HHMOPMALIUH ), TPOTPAMMHBIE CPEJICTBA (ONEPALMOHHBIE CHCTEMBI, CHCTEMBI
yIpaBjieHust 6a3aMu JaHHBIX U T.IL.), CPEICTBA 3alUThl HH()OPMALIUH, IPUMEHSIEMBIE B
HH(POPMAIMOHHBIX CUCTEMAX.

TexHHYECKHil KaHAJ YTeYKH HH(POPMALHH — COBOKYITHOCTh HOCUTEISI HH)OPMALK
(cpemctBa 00paGOTKH), (U3MYECKOH Cpelbl pPacHpOCTPaHEHHS HH(POPMATHBHOTO
CHTHAJIa ¥ CPEJCTB, KOTOPHIMHU JOOBIBAaeTCs 3aIlUIaeMas MHPOpMaLHs.
TpaHcrpaHH4YHAasi mepeAadya MePCOHAIBHBIX JAaHHBIX — Iepefadya MEePCOHATbHBIX
JaHHBIX omepatopoM uepe3 [ocymapcTBeHHyto rpanuily Poccuiickoii @Denepanuu
OpraHy BJIaCTH HHOCTPAHHOTO TOCYJapcTBa, (GU3MIECKOMY WM IOPHIMYECKOMY JIHILY
WHOCTpaHHOro rocyaapcersa (ct.3 m.11 Ne 152-@3).

Vrpo3bl 06e30NMaCHOCTH TEPCOHAJbHBIX [JaHHBIX — COBOKYIIHOCTH YCIIOBHH H
(axTOpOB, CO3AMOIINX ONACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHUCJIe CIIy4alHOro,
JOCTyNa K TIEpCOHANBHBIM JaHHBIM, pE3yJbTaTOM KOTOPOrO MOXET CTaTb
YHUYTOKEHHE, HW3MEHeHHe, OJOKMpOBaHHE, KOMUPOBAHWE, PaCIpPOCTPAHEHHUE
NepPCOHAIBHBIX JaHHBIX, a TAKke HHBIX HECAaHKLMOHMPOBAHHBIX NEHCTBHA NPU HX
06paboTke B UHPOPMALIMOHHOH CHCTEME NIEPCOHATBHBIX JTAHHBIX.

YHHUYTOXKEHHEe MepPCOHAJbHBIX JAaHHBIX — JEHCTBUS, B pe3ylbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTH COJIEPKaHKE MEPCOHATBHBIX JaHHBIX B HH()OPMALIMOHHOM
CHCTEME II€PCOHANBHBIX JaHHBIX MWJIM B pe3yJbTaTe KOTOPBIX YHHUYTOXKAIOTCS
MaTepHaIbHbIe HOCUTENN NePCOHAIBHBIX TaHHbIX.

YTeuka (3amumaemMon) HHpOpMaLHH no TeXHHYECKHM KaHaJlaM —
HEKOHTPOJMPYEMOE pPaclpoCTpaHeHHe HHGOPMAlMU OT HOCUTEINs 3alUINaeMOi
uHGoOpMauk  4Yepe3  (GHU3MYECKYI0  Cpely OO0  TEXHHYECKOro  CpEeACTBa,
OCYIIECTBIISIOLIETO NepexBaT HHPOPMAIIHH.

Yupesxaenue — rocy1lapCTBEHHOE 00pa3oBaTeIbHOe YUPEeKICHHUE.

Vs3BHMOCTb — C1a00CTh B CPEACTBAaX 3allUThl, KOTOPYIO MOXKHO HCII0JIb30BaTh JJIS
HapylIeHHs CUCTEMBI HJIH COZiepiKalllelics B Hel nHbOpMaluH.



IlesiocTHOCTH HH(GpOPMALMH — CTIOCOOHOCTh CPEACTBA BBIYMCIUTEIbHON TEXHUKU WU
aBTOMATH3UPOBAHHOW CHCTeMbl oOecreynBaTh HEU3MEHHOCTh HH(OpMalHKM B
YCIIOBHSIX CITy4aifHOTO HM/WITK NIPpeIHAMEPEHHOI0 NCKaXXeHus (pa3pylIeHus).

O603HaueHus: ¥ COKpaILEeHHUsI

ABC - AHTUBHUPYCHbIE CPEICTBA
APM - aBTOMAaTH3UPOBaHHOE pabouee MECTO
BTCC - BCIIOMOTaTeIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
UCIIIu - uH(OpMaLIMOHHAs CUCTEeMa MEPCOHAIBHBIX JaHHBIX
K3 - KOHTPOJUpyeMasi 30Ha
JIBC - JIOKaJIbHAsi BEIUACIUTENbHAS CETh
MD - MEXKCETEeBOU 3KpaH
HCJ - HECAHKI[MOHUPOBAHHBIN JOCTYII
oC - oTepallMOHHAsl CUCTEMA
[11x - NepCOHaJIbHBIE TaHHBIE
IIMB - IpOTrpaMMHO-MaTeMaTH4eCKOe BO3/IeiCTBHE
I10 - porpaMMHoOe o0ecrieueHne
[IDMUH |- 1000YHBIE IEKTPOMATrHUTHBIE U3JIy4EHUsl U HAaBOJKH
CA3 - CHUCTeMa aHaJIn3a 3alUIEHHOCTH
C31 - CpeZICTBa 3alUThl HH(POpMaLUU
C3I1n - cucrema (MoJcUcTeMa) 3alUThl IEPCOHAIBHBIX JTaHHBIX
COB - cucTeMa 00OHapy)KeHUsI BTOPKEHUU
TKYAU - TEXHHYECKHE KaHAJIbl yTeYKU HHPOpMaLuu
YBITIn - yrpo3bl 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX
OCTOK - denepanbHas ciryx0a 10 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJIIO
Poccun
BBenenne.

Hacrosimmast [TonuTuka uadopMaimoHHO# Ge3omacHocTH (fanee — IlonuTuka)
I'BY3 «I'T1 Ne 115 JI3M» ([lanee — YupexaeHue) pa3paboTaHa B COOTBETCTBHU C
eJIsIMY, 331a4aMH1 M IPUHIIAIIAMH o0ecriedeHus 0€30M1aCHOCTH IIEPCOHABHBIX JAaHHBIX
n3oxeHHbIX B Konnenun uadopmarmonnoit 6ezonacuocta MCIII YupexaeHus.
[TonuTtHKa pa3paboTaHa B COOTBETCTBHU ¢ TpeGoBaHUAME De/iepanbHOro 3aKoHa ot 27
uronss 2006 1. Ne 152-@3 «O mnepcOHAIBHBIX MHaHHBIX» M IMOCTAaHOBJICHUS
IIpaButensctBa Poccuiickoit ®exepanmn ot 11 mHosbps 2007 r. Ne781 «O06
ytBepxaenuu [lonoxenus o6 obecrnedeHnr 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX ITPH
1X 06paboTKe B HH(POPMALIMOHHBIX CHCTEMAX MEPCOHANIBHBIX JAHHBIX)», HA OCHOBAaHHUH:
- «[TonoXxenuss 0 MeTomax M crocobax 3ammThl WHPOPMALMKA B WHOOPMAIMOHHBIX
CHCTeMax TMepCOHAIbHBIX [aHHbBIX», yTBepkaeHHoro mupekropom ®CTOK ot
05.01.2010 r. Ne 58;



- «TunoBeIX TpeOOBaHMN TO OpraHu3alil U OOECHEeYeHHIO (DYHKIIMOHUPOBAHUS
mHupOBaTBHBIX (KPUNTOTPa(UYECKUX) CPEICTB, IpPEeIHA3HAYEHHBIX IS 3allUThl
uH(opMaIHHK, He colepiKallell CBeIeHUH, COCTABISIOIUX rOCy 1apCTBEHHYIO TaliHy B
cllyyae W3 HMCIIOJIb30BaHMs Uil oOecreueHHsi 0e30MacHOCTH MEPCOHANIBHBIX JaHHBIX
npd ux o0paboTke B MHGOPMALMOHHBIX CHCTEMaxX IIEPCOHANBHBIX IaHHBIXY,
yTBepXkaeHHbIX pykoBoacTBoM 8 LlenTpa ®CB Poccuu 21.02.2008 r. Ne 149/6/6-662.

B TIlonutuke omnpenenensl TpeboBanus k nepconany WCIIIH, crenens
OTBETCTBEHHOCTH IE€PCOHANIa, CTPYKTypa U HEOOXONMMBIH YpPOBEHb 3alUIIEHHOCTH
UCIIH YupexneHus.

1. O0umHe moJ1oKeHus

Ilensro HacTosimeld ITonmuTHky ABIIseTcsS obecredeHrue 6e30MacHOCTH 0OBbEKTOB
3alIUTHl YUpEeXIEeHUs OT BCEX BUIOB yIpo3, BHEIIHUX U BHYTPEHHHUX, YMBILLUIEHHBIX U
HelpeIHaMepEeHHbIX, MUHMMU3alMs yiiepba OT BO3MOXHOM peajH3alldd yrpo3
oesomacuoctu [1/11 (YBI1IH).

Be30macHOCTh TMEepPCOHATBHBIX JaHHBIX JOCTUIaeTCsl IIyTEM HCKIIOYEHHS
HECaHKIIMOHMUPOBAHHOTO, B TOM YHCJIe CITy4aliHOTO, IOCTYTIa K IEPCOHAIbHBIM JaHHBIM,
pe3yJIbTaTOM KOTOPOrO MOXKET CTaTh YHMYTOXXKEHHE, HM3MEHEHHe, OJIOKUpOBaHHE,
KONMUPOBaHHWE, pAClIpOCTpaHEHHe MEepPCOHANBHBIX [aHHBIX, a TaKKe HHBIX
HECAHKIIMOHUPOBAHHBIX JEUCTBUM.

WupopManusi ¥ CBs3aHHBIE C HEH pecypchl JNOMKHBI OBITH NOCTYIHBI Ul
aBTOPH30BaHHBIX  Toyb30BaTened. JIODKHO — OCYINECTBIATBCS — CBOEBPEMEHHOE
obHapyxeHHe U pearnpoBaHue Ha Y BII/IH.

JIOJKHO OCYIIECTBIISATHCS MPEIOTBPALEHHE NTPeTHAMEPEHHBIX MIIH CIIy4alHBIX,
YaCTUYHBIX WIM IOJHBIX HECAaHKIIMOHHPOBAHHBIX MOIUGUKALMM WU YHUYTOKEHUS
JAHHBIX.

CocTaB 0OBEKTOB 3allMThI IpeactaBieH B [lepedHe mepcoHalbHBIX OaHHBIX,
MOIJIEXKAIIMX 3aILUTE.

Cocra UCII/Is moiexalux 3aiuTe, npeacraBieH B OTyere o pesyabTarax
IPOBE/IEHUS] BHYTPEHHEH TPOBEPKH.

Ara [Tonutrka WHGOPMALIMOHHOW G€30MacHOCTH Oblia yTBEPXKIEHA TJIaBHBIM
BpadoM ['BY3 «I'TI Ne 115 JI3M».

2. O0JacTh JeHCTBUSA

TpeGoBanust HacTosieit IToNUTHKKM pacpOCTPAHSIOTCS Ha BCEX COTPYAHHUKOB
VupexaeHus (ITaTHBIX, BpeMEHHBIX, Pa00TAIOIIMX 110 KOHTPAKTY | T.I1.), @ TAKXKe BCeX
IPOYMX JHII (TIOAPSAIUKY, ayAUTOPBI U T.IL.).

3. Cucrema 3alHThI IEPCOHAJbHDBIX JAHHBIX

CucteMa 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), CTpOMTCS HA OCHOBaHHH:
- Ortuera 0 pe3yJbTaTax NPOBEJCHUs BHYTPEHHEHN TPOBEPKH;
- [Tepeuns MepcOHANbHBIX JaHHBIX, OUIEKAIINX 3aLIUTE;
- Axrta KnaccubuKaii HHGOPMAIIMOHHON CHCTEMBI IIEPCOHABHBIX JaHHBIX;



- Mopenu yrpo3 6€301macHOCTH IEPCOHANBHBIX JaHHBIX;

- TlomoxeHus 0 pa3rpaHUYEHUH IIPaB JOCTyIa K 00pabaThIBaeéMbIM MEPCOHAIBHBIM
JaHHBIM;

. PyxoBomsmux nokymeHToB @CTOK u OCb Poccun.

Ha ocHOBaHMH 3THX JOKYMEHTOB OIpeJeNseTcs HeOOXOAUMBI YpOBEHb
samumenHoctd I1/n kaxmo WCII[n VYwupexnenus. Ha ocHoBaHuM aHanuza
aKTyaJbHBIX yrpo3 OesomacHoctd [1/[H omucanHoro B Mogenn yrpo3 m Otyera o
pe3yjbpTaTaX MpPOBEJEHUS  BHYTPEHHEH  IIPOBEPKE,JENIaeTCs  3aKIIIOYeHHe O
HEOOXOJMMOCTH HCIIOJIb30BAaHUS TEXHUYECKHUX CpPEICTB U OpraHU3alMOHHBIX
MmeponpusTuii st obecriedenus GesomacHoctd I1/IH. BriOpanHBIE HEOOXOIMMBIE
MepOTIpHSATHS OTpaXkaroTcs B [Lmane MeponpusiTii 1o obecneueHuro 3ammThl [T/1H.

Tns xaxno WMCIIJIH nomkeH OBITh COCTAaBIEH CIMCOK HCIIONb3YEMBIX
TEXHUYECKHUX CPEICTB 3alUTHI, a TaK )K€ IPOrPaMMHOI0 00eCIeYeHH sl yIaCTBYOIIErO
B 06paboTke 111, Ha Bcex anemenTax UCII/In:

- APM nonp30BaTenen;

- CYB/;

- KaHaJIOB Iepeilayd B CEeTH OOLIero IOJb30BaHMsA U (MIIM) MEXIYHapOIHOIo
obOMeHa, ecii 1o HUM nepeparorcs I1/1H.

B 3aBucumocti oT ypoBHs 3amuineHHoctd MCII[IH ¥ aKkTyanbHBIX YIpos,
C3I1/IH MOXKET BKJIIOYATh CAEAYIOLIHE TEXHUYECKHE CPENICTBA:

- aHTUBUPYCHBIE CPeICTBA Ul pabounX CTAHIMH I0JIb30BaTENE U CEPBEPOB;
- CpeICTBa MEXCETEBOI0 IKPaHUPOBAHUS,

Tax ke B CIIUCOK JOJDKHBI OBITh BKIFOYSHBI (DYHKIIUH 3alUThI, 00€CrIeunBaeMble
mTaTHBIMUH cpeiactBamu  obpabotku [1/[n omepauuonHeiME cucTemamu  (OC),
npukiaanaeiM [10 1 cenuaabHIMU KOMILUIEKCAMH, PEAU3YIOLIMMH CPEACTBA 3aIlUThI.
Crrcok (yHKIUH 3aIIUThI MOXKET BKIIFOYATh!

- yIpaBjieHHe ¥ pa3rpaHU4YeHHe JOCTyIIa I0JIb30BaTeNeH;
- PErMCTpaLKIO B Y4eT JeHCTBUH ¢ HHpOpMalen;

- obecrieyeHre eJOCTHOCTU JaHHBIX;

- oOHapy keHHe BTOPXKEHUM.

CIMCOK HCIOJB3yeMBIX TEXHMYECKMX CpeICTB oTpaxaercs B Iliane
MEpONIPHATUH MO O0ECleYeHHI0 3alllUThl TNEPCOHANbHBIX JaHHBIX. CHHCOK
HCIIONB3yeMBIX CPEJICTB JOJDKEH MOANEP)KUBATHCS B aKTyalbHOM COCTOsSHHH. [Ipu
M3MEHEHHH COCTaBa TEXHUYECKMX cpeacTB 3amuThl Wi saemeHtoB MCIT/IH,
COOTBETCTBYIOIME W3MEHEHHsI IOJDKHBI ObITh BHeCeHBl B CIHMCOK M YTBEp)KAEHBI
PYKOBOJMTENEM YUpeKJeHHe WIIH JIULOM, OTBETCTBEHHBIM 3a OO€CTeYeHHe 3allUThI
[11H.

4. Tpe6oBanus k noacucremam C3II/In

C3I1/11 BKIrOYaeT B ceOsi Caeayrolue OACUCTEMBI:
- yTpaBl€HHUs AOCTYIIOM, PETHCTPALIUH U yUeTa,
- obecrieueHus [eJIOCTHOCTU U JOCTYITHOCTH,
- AQHTUBUPYCHOMU 3aLLHUTHI,
- MEXCETEBOT0 SKPaHUPOBAHUS;
- aHaJIM3a 3allUILEeHHOCTH;
- 0oOHapy>KeHUs] BTOPXKEHUH;



- KPHUITOTpapHIeCKON 3alUThI.

IMoxacucremsr C3I1/]H UMErOT pa3nu4HbIH (HYHKIIMOHAT B 3aBUCUMOCTH OT Kjlacca
WCIIIn, ompeneneHHOro B AKTe KiIacCUQUKAlMM WHPOPMALMOHHON CHUCTEMBI
IepCOHAIBHBIX AaHHBIX. Crrcok cooTBeTcTBUS QyHKIMI noacucrem C3II[IH kmaccy
3alUIIeHHOCTH NpeacTaBieH B [Ipunoxenuu 1.

4.1. IloacucTremMsbl ynpaBJjieHHs] JOCTYNIOM, PErHCTPALIHH H Y4eTa

[ToxcucTeMa yIpaBleHus] JOCTYIIOM, PETHCTpalliK U ydeTa MpeAHa3HauYeHa s
pean3aluy ClIeayroImuX GyHKIU:
- UIeHTUGUKAIIMA U TIPOBEpKa MOMIMHHOCTH CyOBEKTOB JOCTyIla NIpPU BXOZAE B
HCII/H;
- UIeHTH(DHUKAIIMA TEPMUHAIOB, TEXHUUYECKUX CPEZCTB, y3JI0B CETH, KaHAJIOB CBSI3H,
BHEIIHUX YCTPOUCTB IO JOTUYECKUM MUMEHAaM;
- UIeHTH()UKALIMH TIPOTPaMM, TOMOB, KaTajoros, (paijioB, 3alIUCeH, II0JIeH 3aluce
110 UMEHaM;
- KOHTPOJIb JOCTyIIa MOJb30BaTelel K 3alHIIaeMbIM PECYPCaM B COOTBETCTBHUH C
MaTpULEN OCTYIIa;
- pEerucTpalyu Bxoaa (BeIxoa) CyObeKTOB IOCTYTIa B CHCTEMY (U3 CHCTEMBI), THOO
perrcTpalus 3arpy3Kd 1 HHULHATH3ALKU ONIEpallMOHHON CHCTEMBI M €€ OCTaHOBA.
- perucrpaius BbIIAYM MedYaTHHIX (rpadHyecKhuX) MaTepuajoB Ha OyMaXKHBINA
HOCHTEJIb;
- perucTpanys 3amycka (3aBepllIeHus]) IPOorpaMM M TpOLECCOB (3aJaHuM, 3a1a4),
npeaHa3HAYeHHBIX Ul 00pabOTKH NEPCOHAIBHBIX JaHHBIX;
- PETUCTPALIMH TIOMBITOK JOCTYIA IPOrPaMMHBIX CPEICTB (IIPOrpamMM, MpoLECCOB,
3a/1a4, 3aJaHiil) K 3alIUIIaeMbIM Qainam;
- PErUCTpPAIMH MOMBITOK JOCTYIa IPOrPaAMMHBIX CPEICTB K TEPMUHATIAM, KaHalaM
CBSI3H, IpOrpaMmam, ToMaM, Kataioram, dainam, 3anucsM, MOJIsAM 3alUCeN.
[Toxcucrema yrpaBieHUs JOCTYIIOM MOXET OBITh pealn30BaHa ¢ IMOMOIIBIO MITaTHBIX
cpenctB o6paborku [1/JH (omepanuoHHBIX cucteM, npunoxenud u CYBJI). Tak xe
MOXET OBITh BHEIPEHO CIIeUATbHOE TEXHUYECKOE CPENCTBO HIIH HMX KOMILIEKC
OCYILECTBIISAIOLIME OMONHUTEIbHBIE MeEpPhl 0 ayTeHTH(HUKAUWU U KOHTPOJIO.
Hanpumep, NpvMEHEHHe eIVHBIX XPAaHUIMII y4YETHBIX 3allMCed IO0Jb30BaTeNneil u
PETHCTPAllMOHHOM HH(GOPMAIIUH, HCIIOIb30BaHNEe OHOMETPHIECKHX U TEXHUYECKHX (C
TIOMOLIBIO 3JIEKTPOHHBIX MPOITYCKOB) Mep ayTeHTU(QHKALMHU U IPYTHX.

4.2. Hoacucrema obecrnieYyeHHs LEJOCTHOCTH H JOCTYITHOCTH

[ToxcuctemMa obecredyeHusi LEIOCTHOCTH U JOCTYNMHOCTH NpeAHa3sHadeHa It
obecrieyeHHsl 1EJIOCTHOCTH M aocTynmHOCcTH [IJ[H, NMporpaMMHBEIX M amapaTHBIX
cpeacts UCITJa VdpexaeHHd, a TaK )K€ CPEACTB 3allUThl, NpPH CIy4aWHOH MIM
HaMepeHHO! MoAU(DUKaLIUY.

[Toncucrema obecriedeHHsl LEJOCTHOCTH M JOCTYNHOCTH IIpeJHA3Ha4YeHa IS
peanu3alyy CIeayoIHX QyHKIUHA:
- pe3epBHOE KOIMpOBaHKUEe 00pabaThIBAEMbIX NaHHbIX;



- ofecreyeHre LEIOCTHOCTA IPOrPaMMHBIX CPEACTB 3alllUThl MEePCOHAIBHBIX
IaHHBIX, oOpabarpiBaeMoll WHGOpPMAaLUH, a TaK K€ HEU3MEHHOCTh MPOrpaMMHON
Cpensl;

- NepUOUYeCKoe TEeCTUpPOBaHUE (GYHKIMHA CHUCTEMBl 3allUThl I[1ePCOHAIBHBIX
TaHHBIX c TIOMOIIBIO TECT-IIPOTrPaMM, UMHUTHPYIOIIHUX HOTIBITKU
HECaHKI[MOHUPOBAHHOT'O JOCTYTIa;

- HAJIMYKMe CPEICTB BOCCTAHOBIICHHS CUCTEMBbI 3aIllUThl IEPCOHAIBHBIX JaHHBIX.
[TomcucTeMa peayu3yeTcsi C TIOMOINBIO OpPTaHW3allMd PEe3epPBHOTO KOIMMPOBAHUS
o0OpabaThiBaeMbIX JaHHBIX, ITPOBEPKOW IMpPU 3arpy3Kke CHUCTEMBbl KOHTPOJBHBIX CyMM
KOMITOHEHTOB CPEJCTB 3alllUThl HHPOPMALIMU, BEACHUEM IBYX KOMHM MPOTrpaMMHBIX
KOMIIOHEHT CpEeJCTB 3allMThl MH()OpPMAaLMM U HX NEepPUOJAUYECKUM OOHOBIEHHEM U
KOHTPOJIEM pabOTOCMOCOOHOCTH, @ TaK e pe3epBUPOBAHHEM KIFOUEBBIX 3JIEMEHTOB
NCTIH.

4.3. [loacucreMa aHTHBHPYCHOH 3aLLHTDI

[MoacucreMa aHTUBUPYCHOW 3allMThl IpeJHa3HaueHa Uil obOecredeHus
aHTUBUPYCHOU 3a1uThl cepBepoB 1 APM nons3osareneit UCIIIH Yupexaenus.
CpencTBa aHTHBHPYCHOW 3aIlWThl INpeJHA3HAYEHBbl [JIS DPealu3alMy ClIeAYIOLIHX
GbyHKIUH:

- pe3UIEeHTHBIN aHTUBUPYCHBI MOHUTOPHHT,

- AHTUBUPYCHOE CKAaHUPOBAHME;

- CKpHUNT-0JOKMPOBaHUE;

- [IEHTPAJIU30BaHHYIO QHTUBUPYCHOTO IPOIYyKTa, HACTPOMUKY,
aIMUHHMCTPHPOBAHKE, IIPOCMOTP OTYETOB M CTATUCTHYECKOH MHpOpMaLKK 1o pabore
POIYKTa;

- aBTOMaTH3MPOBaHHOE OOHOBJIEHHE aHTUBUPYCHBIX 0a3;

- OrpaHMYeHHEe IpaB I[0Jb30BaTeNsl HAa OCTAHOBKY HCIONHAEMBIX 3a1a4 |
M3MEHEHHU HACTPOEK aHTUBHPYCHOTO POrPaMMHOI'0 00eCIIeueHH s,

- aBTOMATHYECKHH 3aITyCK cpasy Iocle 3arpy3KH ONEepalliOHHONW CHCTEMBI.
[ToncucremMa peau3yeTcsi IyTeM BHEAPEHHs CIELHAIbHOTO aHTUBUPYCHOTO
nporpaMMHoro obecrederus Ha Bee anemeHnTsl CIT/IH.

4.4. IloacucreMa MeKCeTeBOI0 IKPaAaHHPOBAHHSA

IMoncucTemMa MEXCETEBOIO JKPaHHPOBAHWS MpPEAHA3HAYeHa Ui pealli3aluu
CIIEIYIOIIUX (QYHKLIWHA:
- GUIBTPAIMIO Ha CETEBOM YPOBHE IUIS KaXIOrO CETEBOrO MakeTa He3aBUCHUMO
(pemieHre o GUIBTPAlMKM NPUHUMAETCS HA OCHOBE CETEBBIX aJPECOB OTIPABUTENS H
ToTy4aTes Wik Ha OCHOBE JAPYTHX SKBHBAIEHTHBIX aTpUOYTOB);
- (GHUIBTPALIHIO MAKETOB CIIY’KEOHBIX IPOTOKOJIOB, CIIyXalUX AJIA AUarHOCTUKHU U
yIpaBjieHus: paboTON CEeTEeBBIX YCTPOMICTB;
- (GUIBTPAlMIO ¢ y4eTOM BXOAHOTO M BBEIXOJHOTO CETEBOTO HHTepdeiica Kax
CpeICTBa MPOBEPKH MOJAIMHHOCTH CETEBBIX a/IpECOB;
- (GHUIBTPALHIO C YUETOM JIFOOBIX 3HAYUMBIX TIOJIEH CETEBBIX TAKETOB;



- GUIbTpallMI0O Ha TPAHCIOPTHOM YPOBHE 3allpOCOB HA YCTAHOBJIEHHE
BUPTyalbHBIX COEJAMHEHWH C Yy4YeTOM TpPAaHCHOPTHBIX aApECOB OTIPABUTENS U
oJIy4aTesis;

- GUIBTpaLlMI0 HA TPUKIAJIHOM YPOBHE 3allpOCOB K NPUKIAJHBIM CEPBUCAM C
y4ETOM MPUKIIAHBIX aJPECOB OTIIPABUTEIIS U ITOTyYaTells;

- (GUIBTPALIMIO C yY€TOM JaThl U BPEMEHHU;

- ayTeHTU(HUKAIMIO BXOSIINX U UCXOIAIINX 3allpOCOB METOJaMH, YCTOWYMBBIMH
K TAaCCHBHOMY M (WUJIM) aKTUBHOMY IPOCIIYILLIMBAHUIO CETH;

- PETUCTpAIMIO W y4YeT (QHUIBTPYEeMbIX IaKeTOB (B IapaMeTphbl PEerucTpaldH
BKJIFOYAIOTCS aJIpeC, BpeMs U pe3yibTaT GUIbTPALIUN);

- PETUCTPALMIO U yUYeT 3allpOCOB Ha YCTAaHOBJIEHHWE BUPTYaJIbHBIX COEIUHEHHUM;

- JIOKaJIbHYIO CUTHATM3AIMIO MOTBITOK HapyLIeHUs IPaBUI (QUIbTPALUH;

- UIeHTH(DHUKAIMIO U ay TeHTU(DUKAIMIO aIMUHUCTPATOPa MEKCETEBOI0 3KpaHa IIpH
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYII 110 UAEHTU(UKATOPY (KOAY) U IapOJIO YCIOBHO-
MIOCTOSTHHOTO JeMCTBHUS;

- npefoTBpallleHne JOCTyNa HEeUJCHTU(PULUPOBAHHOIO IOJb30BATENS WIIHA
[I0JIb30BaTeNs, MOUIMHHOCTh HACHTU(DUKAIMHA KOTOPOrO INpU ayTeHTU(PHUKALUU He
MOATBEPAUIACE;

- UIEHTH(DHUKAIUIO U ay TeHTU(DUKAIMIO aIMHUHUCTPATOPa MEXCETEBOI0 KpaHa IIpH
€ro ymaJeHHBIX 3alpocax MeTOJaMH, YCTOHYMBBIMH K IIaCCUBHOMY U aKTHBHOMY
nepexBaTy UHMOpMaIny;

- perucTpaimio Bxoja (BbIX0Aa) aAMUHUCTPATOPa MEXCETEBOr0 SKpaHa B CUCTEMY
(u3 cucTeMBI) JTHOO 3arpy3KH U MHULIMAIU3ALUN CUCTEMBI U €€ IIPOrPaMMHOI0 OCTaHOBa
(perucTpanusi BBIXOAAa W3 CHUCTEMBI HE IIPOBOJUTCS B MOMEHTHI almapaTypHOro
OTKITFOYEHHS] MEXCETEBOI0 IKPaHa);

- PETUCTpPALIMIO 3alycka IPOTrpaMM U MPOLIECCOB (3a1aHuH, 3a1a4);

- PErMCTpalUio NeHCTBUS aJMHUHUCTPATOPA MEXCETEBOIO 3KpaHa M0 W3MEHEHUIO
npaBui GUIbTPALUH;

- BO3MOYXHOCTh JMCTAHIIHOHHOT'O YIpPaBJI€HUS CBOMMHU KOMIIOHEHTaMH, B TOM
4yuclle  BO3MOXXHOCTh KOHOGUTYPUPOBaHHUS  (QUIBTPOB, IIPOBEPKH  B3aMMHOMU
COTJIaCOBAaHHOCTH BCeX (DHIIBTPOB, aHATM3a PErMCTPALMIOHHON HH(GOPMaLUy;

- KOHTPOJIb IIEIOCTHOCTH CBOEH IIPOrpaMMHON ¥ HHYOPMaLIMOHHOM 4acTH;

- KOHTPOJIb [IEJIOCTHOCTU MPOrpaMMHOM ¥ MH(GOPMALMOHHON YaCTH MEXCETEBOTO
9KpaHa Mo KOHTPOJIbHBIM CyMMaM;

- BOCCTAaHOBJIEHME CBOMCTB MEXCETeBOro JKpaHa Iociie cOOeB M OTKa30B
obopy1oBaHuS;

- pErJaMeHTHOe TECTHpPOBAHHE pealu3alldd INpaBul (UIBTPalMu, Iporecca
PETrUCTpallMK, Tporecca HICHTHGHUKAMUA M ayTeHTU(QMKAIMU 3ampocoB, Mpolecca
UIEHTH(DUKAIIMY U ayTeHTUDHKALMY aJMUHICTPATOpa MEKCETEBOI0 IKpaHa, mporecca
perucTpanuy AeHCTBUIM aIMUHUCTPATOPa MEXKCETEBOr0 9KpaHa, poLecca KOHTPOIIS 3a
IEJTOCTHOCTBIO ~ TPOrpaMMHOM M HMHGOPMAlMOHHOHW  4YacTH,  MPOLEAYpSI
BOCCTAHOBJICHHSI.

[MogcucremMa peanu3yeTcss BHEIPEHHMEM MPOrpPaMMHO-aMMapaTHhIX —KOMILIEKCOB
Me)KCceTeBOoro skpanupoBanus Ha rpanuie JICB, ki1accom He HuKe 4.



4.5. IloacucremMa a”Ha/M3a 3aIHIIEHHOCTH

[TogcucremMa aHanmM3a 3alUIIEHHOCTH, AODKHA OO0ecredruBaTh BBISBICHUS
ySI3BUMOCTEH, cBsi3aHHBIX ¢ ommbkamu B KoHpurypauuu 110 UCII/1x, koTopeie MOTyT
OBITH UCTIOIH30BaHBl HAPYIIUTENEM [UISl pealu3ali aTaki Ha CUCTEMY.

@OyHKIMOHA MTOJICUCTEMBI MOXKET ObITh peali30BaH MPOrPaMMHBIMU U IPOrPaMMHO-
anmapaTHbBIMH CPEeJCTBaMU aHaN3a 3allMIIEHHOCTH.

4.6. [loacucrema oOHApY:KeHHSI BTOPKEHHH

[ToxcucremMa oOHaApy)XeHHSI BTOP)KEHHUHM, NOJDKHA 0OecreduBaTh BbISBICHUE
ceTeBbIx atak Ha 31meMeHTsl MICIT/IH noaximroYeHHbIe K CeTsIM OOLLEero Nnojib30BaHMs U
(WI1H) MeXIyHapOIHOTO OOMEeHa.

DyHKIMOHAT MOJCUCTEMbI MOXET OBbITh peali30BaH IPOrpaMMHBIMHU M IIPOrPaMMHO-
ammapaTHBIMK CpeICTBaMU OOHApPyKE€HHUSI BTOPKEHHH.

4.7. IloacucreMa KpuNTOrpagpuyecKon 3alHThbI

[ToxcucTeMa KpUNTOrpadUyecKo 3allMThl NpeJHa3HaueHa I HCKIIOYEHHS
HCJ1 x 3amumiaemoir uHdopmauuu B WCII/IH Yupexnenus, npu ee nepenadyu I10
KaHaJIaM CBSI3U CeTel OOIIEro MMOIb30BaHus U (UJIK) MEXIYHApPOIHOIOo OOMEeHa.
[ToxcucTeMa peanu3yeTcss BHEAPEHHsI KPUNITOrpapUIeCKUX IPOrpaMMHO-aIapaTHbIX
KOMILJIEKCOB.

5. IMoas3oBaTeaun UCIIAn

B Konuenuud udHGOPMAMOHHON O€30MaCHOCTH OIPEAETIEHbl OCHOBHBIE
KaTeropuu mosbs3oBaresneil. Ha OCHOBaHMH 3THX KaTerOpHHM JOJDKHA OBITh NPOU3BEAEHA
tunuzanus noias3osareneit UCI1/{H, onpeneneH UX ypoBEeHb JOCTYNA U BO3MOXHOCTH.

B UCII/Ia YupexaeHusI MOXKHO BBIIEIUTH CIIEAYIOIIME IPYIIbI I0JIb30BaTENEH,
y4acTBYIOIIUX B 00paboTke 1 xpaneHuu [1/IH:

- Anmunuctpartopa UCI1/H;

- AnMuHHCcTpaTopa 6€30MacHOCTH;

- Omnepatopa APM;

- AMHUHUCTpaATOpa CETH;

- TexXHUYEeCKOro CIeLUaIkCcTa [0 00CTyKHBaHUIO NepuepuitHOro 000pyA0BaHMs;
- [Tporpammuct-paszpabdorauk UCIT/IH.

JlaHHBIE O TpyINax IMOJI30BATENsSIX, YPOBHE HX JOCTyna W HMH(POPMHUPOBAHHOCTH
IOKeH OBITh OTpakeH B [lomoXkeHMe O pasrpaHMYEHHHM IMpaB JoCTyna K
00pabaThIBaeMbIM EPCOHAIBHBIM JaHHBIM.

5.1. Aamunuctpatop HCII/In
Anvunuctpatop MCII[IH, COTpYAHHK YUpeXJIeHHs, OTBETCTBEHHBIH 3a

HACTPOMKY, BHEJIpEHUE U COTIPOBOKICHHE NCITH. OGecneunBaeT
¢yHKIMoHHpoBanue ToacHcTeMbl ynpasienus pocrynom WCII[IH u ynonHomoYeH



OCYILECTBIISATh MPENOCTaBIEHNE U pa3rpPaHUYEHHe JOCTyIla KOHEYHOI'O I10JIb30BaTEIs
(Oneparopa APM) k aneMeHTaM, XpaHALIMM [I€pCOHAIbHbIE JaHHBIE.

Anmunuctpatop UCII/Ia obnagaer cienyromuM ypoOBHEM JOCTYIIa U 3HAHUM:

- obamaeT MojgHOW WHGpOpMalKel O CUCTEMHOM U MPUKIATHOM IIPOrPaMMHOM
o6ecneuenuu UCII1/1H;

- o0laziaeT MOJHOM HMH(OpMaIHell 0 TeXHUYECKHUX CpelCTBaX U KOH(UIypaluu
HUCII/H;

- UMeEET JOCTYN KO BCEM TEXHHYECKUM CpeAcTBaM OOpabOTKH WH(OpPMAlUH U
nauabeiM VCITIH;

- obnamaeT mpaBaMH KOHQUIYPUpPOBaHWS ¥ aIMHUHUCTPATHBHOM HAaCTPOMKH
texauuyeckux cpeacts MCIT/IH.

5.2. AanmuHHCcTpaTOp 6€30MaCHOCTH

AIMHUHHCTpATOp 0OE€30MaCHOCTH, COTPYIHHK YUpeKIEeHHs, OTBETCTBEHHBIN 3a
¢dyukuuonupoBanre  C3I1[In,  Biimodas  oOCIyXHMBaHME€ M HACTPOMKY
aJMUHUCTPATUBHOM, CEPBEPHON U KIIMEHTCKOW KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 001afaeT CIeAyIOIMM YPOBHEM JOCTYIIA M 3HAHUMK:

- obnamaer npaBamu A qmuHucTpaTopa UCII/IH;

- obmamaet monHoU nHGopmanueit 06 NCII/1x;

- MUMEET JIOCTYII K CPEICTBAM 3alUThl UH(HOPMALIUU U TIPOTOKOIUPOBAHUS U K YAaCTH
kmoueBbIX 3eMeHToB MUCIT/1H;

- HE MMEET IpaB JOCTyna K KOHPHUIypUPOBaHUIO TEXHUYECKUX CPEICTB CETH 3a
MCKIIFOYEHHEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnmuHHCTpaTOp 0€30M1aCHOCTH YIIOJIHOMOYEH:

- peaTr30BbIBATH MTOJIUTHKH Oe30macHoCTH B yacTd HacTpoiiku CK3U, mexceTeBbix
3KpaHOB M CHUCTeM OOHapy>XeHHs aTak, B COOTBETCTBHM C KOTOPHIMH I10JIb30BaTEIh
(Omnepatop APM) nomy4aet BO3MOXHOCTb paboTats ¢ anementamu MCI1/1H;

- OCYIIECTBIISITh Ay JUT CPEACTB 3allUTHI;

- yCTaHaBJIMBATh JOBEPUTENIbHbIE OTHOLIEHUS! CBOEH 3alIMIIEHHON CETH C CETAMU
OpYyruX YupexIeHHue.

5.3. OnepaTtop APM

Omnepartop APM, cOTpyaHUK YUpeXOeHus, OCYyLIeCTBIsomui 06padoTKy I1/1H.
O6paborka I1/IH BkIrO4aeT: BO3MOXKHOCTh mpocMotpa II/[n, py4noin Beox I1/In B
cucremy UCII/IH, hopMupoOBaHUe CIPaBOK M OTYETOB IO MHGOPMALWH, IOIYYEHHOH
u3 UCIIJ. Omneparop He HMeeT IOJHOMOYMH [UIsl YIIpaBIEHHs IIOJCHCTEMaMHU
06paboTku gaHHbIX U C3IT/IH.

Onepatop UCI1/IH obnanaeT ciaeayromuM YPOBHEM JIOCTYIIa U 3HAHHIA:

- obnazaeT BCEMH HEOOXOAWMMBIMH aTpuOyTaMu (HampuMmep, IapojieM),
o0ecreurBaroIIMMHU JOCTYIT K HeKOTopoMy noaMHoxecTBy [1J1H;

- pacronaraeT KOHGHUASHIUAIbHBIMA JAHHBIMH, K KOTOPBIM MMEET JOCTYII.



5.4. AnMHHHCTpATOp CeTH

AIIMAHUCTPATOp  CeTH, COTPYAHUK YUpeKIeHHs, OTBETCTBEHHBIA 3a
(GYHKIIHOHMPOBaHHUE TeleKoMMyHHKalMoHHON noacuctemsl MCIT/IH. AaMunHCTpaTop
CETH He MUMEET IOJIHOMOYMA [JIs yIpaBJieHUs MOACUCTEMAMU OOpabOTKU JaHHBIX U
0e30MmacHOCTH.

AIMUHHCTpATOp ceTH 00JaiaeT CIelyIOlUM YPOBHEM IOCTYyTIa U 3HAHUM:

- o0jasiaeT 4acThl0 MH(OpPMAIMH O CHUCTEMHOM MU TMPUKIAAHOM MPOrPaMMHOM
obecneuenuu UCII/H;

- obnazaer 4acThi0 MH(OpPMAIMM O TEXHHUYECKHX CpeACTBaX W KOHGUIypaluu
NCIIH;

- uMeeT (PU3MUYECKUI TOCTYN K TEXHUUYECKUM CpeacTBaM 00paboTku MHPOpMaLuu
U CpE/ICTBaM 3allUTHI;

- 3HAET, 10 MEHBIIIEH Mepe, OHO JIeraJIbHOe UM JOCTyTIa.

5.5. TexHu4YeCKHii CIeNHAJHCT MO 00CTYKHBAHHUIO NepH(pepHHHOro
o0opyaoBaHus

TexHUYECKH CIEeNHATUCT IO OOCIY)XMBAHUIO, COTPYIHHUK YUYpPEXKIECHHUS,
OCyILECTBIIsIET OOCIy)KUBaHUe U HAcTpoiKy nepudepuiinoro odbopynosanus MCIT/Ix.
TexHU4YecKuil CIELUaIucT Mo o0CTy)XUBaHUIO He umeeT aoctymna K IIJIH, He umeer
TIOJIHOMOYHMH JUIsl YIIPaBIIEHUs MMOJCHCTEMaMy 00pabOTKHU JaHHBIX ¥ O€30I1aCHOCTH.
TexXHUYECKHI CHENHAIMCT MO OOCIYy)XMBaHUIO 005afaeT CleIylolUM YpPOBHEM
JIOCTyIla U 3HAHUW:

- 00J1ajaeT 4acThl0 MH(MOpPMALUU O CUCTEMHOM M IPUKIAJHOM IMPOrPaMMHOM
ob6ecrieuenun UCI1/H;

- obnasaeT 4acThio MH(OpPMAIMKA O TEXHUYECKHX CpeACTBaX U KOHQUIypaluu
NCII/H;

- 3HAET, 10 MEHBIIIEH Mepe, OHO JIeralbHOe UMs JOCTYIIa.

5.6. IIporpammuct-pazpaborunk UCII/In

[TporpaMMHCTBI-pa3pabOTIUKK  (ITOCTABIIMKK) IPUKIAJHOIO IMPOrPaMMHOTO
obecrieueHns1, 0OeCIeunBalOlIMe €ro COMPOBOXIEHHE Ha 3amuinaeMoM obbexre. K
JIaHHOM TPYIINIe MOTYT OTHOCUTBCS KaK COTPYJHHMKH YUpEXIEHHE, TaK U COTPYTHUKH
CTOPOHHUX OpPraHHU3aIui.

JIuuo 3TOM KaTeropuu:

- obnagaer uHpopManuei 06 alropuTMax 1 Mporpammax o6paboTku uH(GopMaIuu
Ha UCI1/IH;

- obnamaeT BO3MOXXHOCTSIMH  BHECEHHS  OIIMOOK, HeIeKIap¥MpOBaHHBIX
BO3MOXKHOCTEH, MPOrpaMMHBIX 3aK/IaJ0K, BPE€AOHOCHBIX IPOrpaMM B IPOrpaMMHOE
ob6ecnieuenue MCIT/IH Ha cTaguu ee pa3pabOTKU, BHEAPEHHS U CONPOBOXKICHNUS,

- MOXET pacronararh Jiro0bMe GpparMenTamMu nHGopmanuu o Tononoruu UCIT/IH
1 TEXHUUYECKUX cpecTBax 00paboTku u 3aumthl [1/1H, o6pabateiBaembix B UCIIIH.



6. TpeOGoBaHus Kk nepcoHay no odecnedyeHuo 3amuThl [1/{n

Bce cotpynauku Yupexaenue, spistouecs noaszoBatensiMu UCII/(H, 1omkHbI
YETKO 3HATh U CTPOT'O BHITIOJHATH YCTAHOBJICHHBIE PAaBUJIa U 00513aHHOCTH 110 AOCTYILY
K 3al{IIIaeMbIM 00beKTaM U COOTIOACHUIO IPUHATOrO pexxuma d6e3onacHoctd [1/1H.

[Ipy BCTymIeHUH B JOJDKHOCTH HOBOIO COTPYJHHMKA HENOCPEACTBEHHBIN
HaAuaJIbHUK TOApa3[e/ieHusi, B KOTOpOe OH IIOCTymaeT, 00si3aH OpraHM30BaTh €ro
O3HAKOMJIEHHE C JOJDKHOCTHOM HWHCTPYKIMEH U HEOOXOIMMBIMU JIOKYMEHTaMH,
pernameHTHpyOIMMUA TpeboBanus no 3amure I1/lH, a Takke oOydeHHEe HaBBIKaM
BBITNOJTHEHHS TIPOLEAYp, HEOOXOAMMBIX I CAaHKIMOHUPOBAHHOIO HCIOJIb30BaHHUS
NCTI/H.

CoTpyAHHK JOJDKEH OBITh O3HAKOMIJIEH CO CBeleHHsMH Hacrosied [lonutuky,
IPUHATHIX Ipoueayp padotsl ¢ aneMentamu MCITn u C3I1/H.

CorpynHuku  YupexIeHue,  HCHOJB3YIOIIME  TEeXHUYECKHE  CpelCcTBa
ayTeHTH()HUKAIMKA, JODKHBI ~ o0ecredyuBaTh  COXPAaHHOCTb  MJIEHTH(PUKATOPOB
(anexTpoHHBIX KiIrouei) u He normyckaTh HCJI k HUM, a Tak jk€ BO3MOXHOCTb UX YyTEPU
WIM HCIIONBb30BaHUS TpeTbUMM Junamu. [lonp3oBaTenu HECYT IE€pPCOHAIBHYIO
OTBETCTBEHHOCTb 338 COXPaHHOCTh UJEHTU(UKATOPOB.

CoTpyIHHKH Y4YpexJeHUe IOJDKHBI ClIe0BaThb yCTAHOBJIEHHBIM IMpOLEeaypaM
nojanepxaHus pexuma 6e3omacHocT [1/[H mpu BIOOpPE M MCIOIB30BAHUU MApOJIEeH
(eciu He UCIIONIB3YIOTCS TEXHHYECKUE CPEJICTBA ayTEeHTU(DHUKALMH).

CoTpyaHuku YupexaeHue [ODKHBI 00ecledrBaTh HaIJIEeXKallylo 3alluTy
00opyI0BaHusA, OCTaBIsieMOro 0e3 MpUCMOTpa, OCOOEHHO B TeX CIydasX, Korja B
IIOMEIIEHHe HUMEIOT JOCTYIN TOCTOPOHHME Jhla. Bce monb3oBaTenu NOJDKHBI 3HATH
TpeboBanuss 1Mo Oe3omacHocTH IIJIH W mpomexypsl 3amMTel  00OpPYIOBaHMS,
OCTaBJIEHHOT0 0e3 MPUCMOTpa, a TakXkKe CBOM 00S3aHHOCTH IO OOECHEeYEeHHIO TaKou
3aIlUTBHI.

CoTpyaHHKaMm 3ampelaeTcs yCTaHaBIMBAaTh IIOCTOPOHHEE IPOrpaMMHOE
obecrieueHne, MOAKIKYATh THYHbIE MOOMIIbHBIE YCTPOHCTBA M HOCUTENN HH(POPMaLIUH,
a TaK jKe 3alKMChIBaTh Ha HUX 3allUIIaeMyt0 HH(HOPMALUIO.

CoTpyaHHKaM 3ampeliaeTcs: pasrianaTh 3alMIiaeMyo HHPOPMalLHio, KOTopas
cTajla MM H3BeCTHa MpH paboTe ¢ MHPOPMALMOHHBIMH CHUCTEMAMH Y4YpeXIEHHE,
TPETHUM JIMLIAM.

ITpu pa6ote ¢ I1Jn B UCIT/IH coTpyAHUKN YdpexaeHus 00s3aHbl 00€CIEYnTh
OTCYTCTBHE BO3MOXHOCTH mpocMoTpa [1/IH TpeTbrMu auuamMu ¢ MOHUTOpoB APM min
TEPMHUHAJIOB.

ITpu 3aBepmenun pabotsl ¢ UCI1/IH cotpyaauky 00s3aHbl 3auTuTh APM wiu
TEPMHUHAIBl C TOMOILIBIO OJIOKMPOBKH KIIFOUOM HJIM SKBHBAJIEHTHOTO CpeCTBa
KOHTPOJISI, HAIIPHMEP, JOCTYIIOM I10 TapoJIio, €ClIM He MCIOJNB3YIOTCs Oojiee CHIIbHBIE
CpelCcTBa 3allUTHI.

CoTpyiHHKH YUpekIeHHE IOJKHBI ObITh MPOMHGOPMHPOBaHBI 00 yrposax
HapylleHus pexuma G6e3onacHocty [1/[H 1 OTBETCTBEHHOCTH 3a ero Hapyumenue. OHu
TOMKHBI ObITh 03HAKOMJIEHBI C YTBEPKACHHON (OpMabHON MpOLIELypOH HAIOXKEHHUS
JUCLIMIUIMHAPHBIX B3BICKAaHUM Ha COTPY/IHUKOB, KOTOpbI€ HApYLIMIH IPUHSATHIC
TIOJIMTHKY U Mponexyps! 6ezonacHoctu I1/1H.



CotpyaHuKH 00s13aHBI 6€3 MpoMeIeHns cool1aTh 060 Bcex HaOII0JaeMbIX WITH
noA03puTenbHbIX ciaydasx padotel MCIL/[H, Morymux moBnedys 3a co0OW yrpo3bl
Oe3omacHoctr I1/[H, a TakkKe O BBISIBICHHBIX MMM COOBITHSIX, 3aTparuBarOIIUX
OesomacHocTh [IJlH, pPYKOBOICTBY TOIpa3feleHus U JUIy, OTBeyarolleMy 3a
HeMeUIEHHOe pearupoBaHue Ha yrpo3bl 6ezonacHoctu [1/1H.

7. donxHocTHbIE 00si3aHHOCTH noJib3oBaTesieil UCII/In Yupexnenus

JlomkHOCTHBIE 00si3aHHOCTH monb3oBareneil MICII/IH omucaHbl B ciemyrolux
JIOKyMEHTax:

- Uuctpykius agmuauctparopa MCIT/IH;

- Unctpykuus agmuarcTparopa 6ezonacuocta UCII/IH;

- Unacrpykuus nons3osatens UCI/IH.

8. OTrBercTBeHHOCTh coTpyaHuKOB UCII{H Yupexaenus

B cooTtBercTBHE cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27
UIOJIS 2006 1. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX)» JHUIa, BAHOBHBIE B
HapylleHun TpeOoBaHUi maHHOro @enepalbHOrO 3aKOHA, HECYT TPaXKJaHCKYIO,
yroJOBHYIO, aIMHHUCTPATUBHYIO, IUCLHUIUIMHAPHYI0 M HHYIO IPEIyCMOTPEHHYIO
3aKO0HOIaTeIbCTBOM Poccuiickoit denepanuy OTBETCTBEHHOCTb.

JleiicTByrolee 3aK0HOAaTeNbCcTBO PD no3BoisieT NpeabsBIsATh TpeOOBaHHS I10
obecnieueHnIo 6e30macHoON paboThI ¢ 3amuIaeMoil HHopMaLren U IpeLyCcMaTpUBaeT
OTBETCTBEHHOCTh 3a HapyllleHHe YCTAHOBIEHHBIX MNpaBU 3KcIUTyaTauuu OBM u
CHCTEM, HEMPaBOMEPHBIA IOCTYNl K HMH(MOPMALUHU, €CIH 3TH JIEHCTBHs IPHBEIU K
YHHYTOXEHHUIO, OJIOKMPOBaHUIO, MOAU(PUKALUY HHOOPMALIMU UM HAPYIIEHHIO pPaOOTHI
OBM wnu cereii (ctateu 272,273 u 274 YK PO).

Anmunuctpatop MHCIIJIlH u  agmuHuUcTpaTtop  0€30IIACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE JEHCTBHS, COBEPIIEHHbIE OT UMEHH UX YYETHBIX 3allUCEH WM
CHCTEMHBIX YYETHBIX 3amuceif, ecld He JoKa3zaH (aKT HEeCaHKIIMOHUPOBAHHOI'O
MCIIOJI30BaHUS YUETHBIX 3aIIMCEH.

[Ipy HapylIeHWSIX COTpyIHMKaMu YupexaeHus — mnonssoBareneidr WCILIn
NpaBuil, CBs3aHHBIX ¢ Oe3zomacHocThro IIJIH, OHM HECYT OTBETCTBEHHOCTS,
YCTaHOBJIEHHYIO IeWCTBYIOIIUM 3aKOHOAATeNbCTBOM Poccuiickoi Denepanuu.

[IpuBeneHHble BbIle TpeOOBaHUS HOPMATHUBHBIX JOKYMEHTOB IIO 3alllUTe
uHQOpPMAalMM JODKHBI OBITh OTpaXeHbl B IlojokeHHMSX O TOApa3IeNeHUsIX
Vupexnenus, ocyiuectBisitorx o6paborky IT[ln B MCII/IH ¥ [OKHOCTHBIX
HHCTPYKIUSAX COTPYAHUKOB Y UpPEXKICHHUS.



